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LOI CAM ON

Ching em xin chan thanh cam on Khoa Cong ngh¢ Thong tin — noi da tao
diéu kién thuan lgi vé co s& vat chat, moi truong hoc tap va dinh hudng gitip em c6
co hdi dugc thyc hién mon hoc Dy 4n Cong nghé Thong Tin mot cach hi¢u qua va

thuc té.

bac bi¢t, em xin bay té long biét on sdu sic dén Thﬁy Bui Quy Anh, nguoi da
tan tinh hudng dan, truyén dat nhitng kién thic quy bau, dinh huéng va hd trg em
trong sudt qué trinh thuc hién du an. Sy tin tdm va chi dan cua thﬁy da giup em hiéu
r& hon vé quy trinh phét trién phidn mém, k¥ ning lam viéc nhom ciing nhu cach ap
dung kién thirc vao thuc tién.

Qua mdn hoc nay, em khong chi cang cb duogc kién thic chuyén mén ma con
hoc hoi thém nhiéu kinh nghiém quy gia, gitp em ty tin hon trén con dudng hoc tip

va nghé nghiép sau nay.

Em xin chan thanh cam on!

TP. Ho Chi Minh, ngay ... thang ... nam 20..
Tac gia
(Ky tén va ghi ro ho tén)

Tran Ngoc Nguyén Hanh
Vo Minh Khoa



CONG TRINH PUQC HOAN THANH

TAI TRUONG PAI HQOC TON PUC THANG

To61 xin cam doan day la cong trinh nghién ctru cua riéng t6i va dugc su
huéng dan khoa hoc ctiia TS.Bui Quy Anh. Céc ndi dung nghién ciru, két qua
trong d¢ tai nay la trung thuc va chua cong bd dudi bat ky hinh thirc nao trudc
day. Nhirng s6 liéu trong cac bang biéu phuc vu cho viéc phan tich, nhan xét,
danh gia duoc chinh tac gia thu thap tir cic nguon khac nhau cé ghi rd trong

phan tai liéu tham khao.

Ngoai ra, trong Du &n con sit dung mdt s6 nhan xét, danh gid cling nhu
s0 li¢u cua céc tac gia khac, co quan to chuc khac déu co6 trich dan va chu thich

nguodn goc.

Néu phat hién c6 bat ky sw gian 1an nao téi xin hoan toan chiju trach
nhiém v& ndi dung Dy 4n ciia minh. Trudng Pai hoc Toén Puc Thing khong
lién quan dén nhitng vi pham tac quyén, ban quyén do toi gy ra trong qua trinh

thuc hién (néu co).
TP. Ho Chi Minh, ngay ... thang ... nam 2025
Tac gia
(Ky tén va ghi ro ho tén)

Tran Ngoc Nguyén Hanh
Vo Minh Khoa



PHAT TRIEN UNG DUNG IOT PE BAO VE AN NINH
GIA PINH
TOM TAT

Dé tai tap trung xay dung mot hé thong IoT gidm sat an ninh gia dinh thong minh
dua trén viée tich hop cac thiét bi an ninh voi nén tang Blynk, thay vi phat trién tng
dung giam sat riéng. Hé thong bao gém céc thanh phan phan cing nhu camera giam
sat, cam bién chuyén dong, cam bién cira va bod Gateway, két ndi truc tiép dén ha
tang Cloud cua Blynk.

Dit liéu thu thap tir cac thiét bi IoT duoc truyén qua Gateway, xu 1y va luu trit trén
Blynk Cloud. Khi phat hién céac sy kién bat thuong nhu chuyén dong la hodac xam
nhap trai phép, hé théng s& gui thong bao canh béo tirc thi dén ngudi dung thong
qua nén tang Blynk, cho phép nguoi dung theo ddi va giam sat tir xa.

Pé tai cht trong nghién ctru kién trac ToT, co ché truyén thong, bao mat dir li€u va
kha nang tich hop nén tang [oT san ¢, bao gém ma hoa dit liéu, x4c thyc thiét bi va
quan ly truy cap nguoi dung trén hé sinh thai Blynk.

Két qua mong doi cua dé tai bao gém viéc xdy dung mot hé thong Smart Home
demo hoat dong 6n dinh va cé giao dién quan 1y truc quan, gitp ngudi dung d&
dang theo ddi va giam sét cac thiét bi trong hé thong. Bén canh d6, dé tai huéng dén
viéc dé& xudt mot bo giai phap an toan IoT c6 thé ap dung cho mé hinh nha thong
minh nham nang cao mirc 46 bao mat va han ché cac rui ro truy cap trai phép. Pong
thoi, bao cdo di kém s& phén tich chi tiét cac 16 hong cd thé phat sinh trong qua
trinh trién khai, cac bién phap khic phuc di ap dung va danh gia hiéu qua cia
nhiing bién phap d6 trong thuc té.

Muc tiéu nghién ctru ciia dé tai 1a xdy dung mot mo hinh hé thdng giam sat an
ninh gia dinh IoT hoat dong 6n dinh dya trén nén tang Blynk, déng tho1 minh hoa rd
kha ning tich hop cac dich vu Cloud IoT vao mé hinh an ninh gia dinh nhdm nang
cao kha ning giam sat va phan hoi theo thoi gian thyc. Bén canh viéc trién khai hé

thong, dé tai con hudng dén viéc xay dung bao cdo phan tich chi tiét vé€ kién truc



téng thé, cac co ché bao mat duoc ap dung va danh gia hi€u qua hoat dong cua hé
thng thong qua qua trinh thir nghiém thuc té.

Pham vi nghién ciru ciia dé tai tap trung vao céac thiét bi IoT an ninh gia dinh pho
bién c6 kha ning tich hop véi nén tang Blynk, bao gdm camera, cam bién chuyén
dong va cam bién cira. P& tai khong phat trién mot ing dung giam sat riéng ma sir
dung truc tiép nén tang Blynk dé thuc hién chirc ning giam sat va nhan thong bao
canh bao. Noi dung nghién ctru chii yéu xoay quanh kién trac két ndi giira cac thanh
phan theo m6 hinh IoT — Gateway — Cloud Blynk, dong thoi ap dung céc co ché bao
mAt co ban trong qua trinh truyén thong dit liéu cta hé thdng. Ngoai ra, dé tai khong
di sau vao viéc thiét ké phan cirng méi ma tap trung vao tich hop, trién khai va danh

gia hoat dong cua hé théng trong diéu kién thyc nghiém.



DEVELOPING 10T APPLICATIONS FOR HOME
SECURITY

ABSTRACT

This project focuses on developing an loT-based home security monitoring system
integrated with the Blynk platform, instead of building a standalone monitoring
application. The system consists of hardware components such as surveillance
cameras, motion sensors, door sensors, and a gateway that connects directly to

Blynk Cloud infrastructure.

Sensor data is transmitted through the gateway to Blynk Cloud for processing and
storage. When abnormal events such as unusual motion or unauthorized access are
detected, real-time notifications are delivered to users via the Blynk platform,

enabling remote monitoring and security awareness.

The project emphasizes the study of [oT architecture, communication mechanisms,
data security, and cloud platform integration, including data encryption, device
authentication, and access control within the Blynk ecosystem.

The expected outcomes of the project include the development of a stable
IoT-based home security monitoring model integrated with the Blynk platform,
enabling reliable real-time monitoring and alerting. The project also aims to
demonstrate the feasibility of integrating cloud-based IoT services into a home
security system, highlighting the role of cloud infrastructure in data processing,
storage, and notification delivery. In addition, the project provides a detailed
analysis of the system architecture, implemented security mechanisms, and overall
performance through practical evaluation, thereby validating the effectiveness and
applicability of the proposed solution.

The research objectives of the project are to design and develop an IoT
application capable of connecting and managing home security devices, including

sensors and surveillance components, within an integrated system. In addition, the



project aims to propose and implement appropriate security solutions to protect data
and prevent unauthorized access during system operation. Finally, the system’s
performance is evaluated through real-world testing, focusing on stability,

responsiveness, and the effectiveness of the implemented security mechanisms.
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DANH MUC CAC CHU VIET TAT

Al Artificial Intelligence (tri tu¢ nhan tao)

API: Application Programming Interface (giao di¢n 1ap trinh img dung)
API Key: Khoa xac thuc truy cap API

AWS: Amazon Web Services

Blynk: Nén tang IoT dung dashboard/thong bao

ESP32: Vi diéu khién ESP32

ESP32-CAM: Module ESP32 tich hop camera

HTTP: HyperText Transfer Protocol

HTTPS: HTTP Secure (HTTP qua TLS/SSL)

[IAM: Identity and Access Management (quan ly dinh danh & truy cap AWS)
[oT: Internet of Things (Internet van vat)

LAN: Local Area Network (mang ndi bo)

Node.js: Moi truong chay JavaScript phia server

PIR: Passive Infrared Sensor (cam bién chuyén dong)

S3: Amazon Simple Storage Service

TLS/SSL: Transport Layer Security / Secure Sockets Layer

Wi-Fi: Wireless Fidelity (mang khong day)



CHUONG 1. MO PAU VA TONG QUAN DPE TAI
1.1 Ly do chon dé tai

Trong bdi canh cong nghé ngay cang phat trién, cac thiét bi IoT (Internet of
Things) di va dang tr& thanh mot phan khong thé thiéu trong doi song hién dai, dic
biét 1a trong linh vuc an ninh va gidm sat nha ¢. Tuy nhién, cung voi su gia tdng clia
cac thiét bi két ndi mang 1a nhiing rii ro tiém an vé an toan thong tin va bao mat dir
lidu. Cac cudc tAn cong mang, truy cip trai phép c6 thé gdy anh hudng nghiém
trong dén ngudi ding.

Chinh vi vdy, viéc nghién ctru va xdy dung mot phat trién ing dung IoT dé
bao vé an ninh gia dinh khong chi d4p tmg nhu cau thuc té vé giam sat, canh bao va
diéu khién tir xa, ma con hudng dén viéc dam bao an toan va bao mat dit liu cho
nguoi su dung.

Pé tai duoc lua chon véi mong mudn ung dung cac kién thirc vé Internet of
Things (IoT), mang may tinh va bao mat thong tin vao vi¢c xay dung mot mo hinh
thuc t& co tinh ng dung cao trong linh vuc an ninh gia dinh. Thong qua dé tai,
nhém hudng dén viée giai quyét cac van dé cap thiét lién quan dén giam sat va bao
vé an ninh gia dinh thong minh, ddc biét trong bdi canh xu hudng nha théng minh
dang phat trién manh m&. Pong thoi, dé tai con gop phan nang cao nhan thic va ky
ning trong viéc tich hop cac giai phap bao mat vao hé théng IoT, hudng dén viéc
xdy dung cac san pham cong nghé an toan, hiéu qua va than thién voi nguoi dung.

Tir d6, dé tai khong chi c6 ¥ nghia vé mit hoc thuat ma con mang gia tri thuc
tién, c6 thé md rong va img dung trong nhiéu mé hinh Smart Home khac nhau trong

tuong lai.



1.2 Muc tiéu thye hién dé tai

Muc tiéu ctia dé tai 1a xay duyng mot mo hinh hé théng IoT gidm sat an ninh
gia dinh tich hop véi nén tang Blynk, cho phép két ndi va quan 1y cac thiét bi an
ninh nhu camera, cam bién chuyén dong va cam bién cira thong qua Gateway va ha
tang Blynk Cloud. Hé thong duoc thiét ké nham trién khai co ché gidm sat va canh
bao theo thdi gian thuc, trong d6 cac sy kién bt thudng dugc phat hién va thong
bao truc tiép dén nguoi dung thong qua tmg dung Blynk. Bén canh do, dé tai tap
trung nghién ctru va ap dung cac giai phap bao mat trong hé thong IoT, bao gdm ma
hoa dir liéu, xac thuc thiét bj va kiém soat truy cap, nham dam bao an toan thong tin
trong qué trinh van hanh. Cubi cung, hi¢u qua hoat dong cua hé théng duoc danh
gia théng qua cac thir nghiém thyc té, tip trung vao do on dinh, d6 tré truyén thong

va kha nang canh bao cua mo hinh dé xuat.



CHUONG 2. COSOLY THUYET

2.1 Internet of Things (IoT)
2.1.1 Khdi niém vé IoT

Internet of Things (IoT) hay con goi 1a “Internet van vat” 1a mot hé thong
bao gdm cac thiét bi vat Iy co kha nang thu thap, truyén nhan va xu 1y dit liéu thong
qua mang Internet ma khong cin su can thiép truc tiép cta con nguoi. Cac thiét b
nay co thé 1a cam bién, camera, cong tic, khoa ctra, hay cac b diéu khién tir dong.
Theo dinh nghia cua ITU (International Telecommunication Union): “IoT 1la mdt ha
tang toan cau cho xa hoi thong tin, cho phép cac dich vu tién tién bang cach lién két

céc vat thé vat 1y va do thong qua viéc khai thac cac cong nghé thong tin hién c6.”
2.1.2 Céu tritc tong qudt ciia mét hé théng IoT gom 3 I6p chinh
a. L6p cam bién (Perception Layer):

L6p cam bién (Perception Layer) 13 16p thap nhat trong kién trac hé thong
I0T, c6 nhiém vu truc tiép thu thép cac thong tin tr méi trudong xung quanh nhu
chuyén dong, nhi¢t dJ, anh sang, am thanh va cac yéu to vat 1y khac. Dt li¢u thu
thap duogc tir 10p nay déng vai trd dau vao cho toan bd hé théng, lam co sé cho qua
trinh truyén tai, xtr Iy va phan tich & cac 16p phia trén. Céac thiét bi dién hinh thudc
16p cam bién bao gdm cam bién chuyén dong PIR, cam bién cira, cam bién khéi va
camera IP, gitip hé théng giam sat va phat hién kip thoi cac su kién bat thuong trong
moi trudng can bao vé.

b. L&p mang (Network Layer):

L6p mang (Network Layer) ¢6 nhiém vu truyén dit liéu thu thap duoc tir 1op
cam bién dén trung tdm xtr 1y thong qua cac giao thirc truyén thong khac nhau nhu
Wi-Fi, ZigBee, MQTT, HTTP hoic LoRa. Tuy vao yéu ciu cta hé thdng va diéu
kién trién khai, cac giao thuc nay cho phép dam bao vi¢c truyén dir liéu duoc thuc

hién 6n dinh, kip thoi va hiéu qua. Dit liéu sau khi duoc truyén qua 16p mang s&



duoc gui dén server hoac nén tang Cloud dé thuc hién cac chiic nang xur 1y, phan

tich va luu trit, phuc vu cho viéc giam sat, canh bao va quan 1y hé théng IoT.
c. Lop ung dung (Application Layer):

Lép tmg dung (Application Layer) 1a noi ngudi ding truc tiép twong tac voi
hé thong IoT théng qua cac giao dién web hodc tmg dung di dong. Tai 16p nay, cac
dir li€u thu thap va xu 1y tr nhitng 16p bén dudi dugc hién thi mot cach truc quan,
gitlp nguoi dung theo ddi trang thai hoat dong ciia hé thong, nhan cic théng bao
canh bao khi co su kién bat thudng, ddng thdi thyc hién cac thao tac diéu khién thiét

bi tir xa nhdm dam bao an ninh va thuén tién trong qua trinh sir dung.

Cloud / Servers

i -
Application Layer &=

PnN

\

/
Network Layer
Routers and Gateways

N N
1

Perception Layer
Sensors and Actuators

@@ .]-.=¢

Hinh 2.1 : M6 hinh 10T 3 16p




2.1.3 Kién triic tong qudt ciia hé thong IoT
Mot hé théng IoT hoan chinh trong bao vé an ninh gia dinh co thé dugc mé
ta bang cong thuc:
Héthéng = {Th,z'é‘t bi cam bién, Mang truyeén thong, Ung dung gidm sat}
Trong do:
Thiét bi cam bién: phat hién su kién bat thuong nhu chuyén dong, mé cira, khoi,...

Mang truyén théng: truyén dit liéu thoi gian thuc dén trung tam xt 1y

Ung dung giam sat: hién thi canh bao, luu trit dir liéu, diéu khién thiét bi.

- loT architecture

L 2
L ]
&

Sensors, actuators
and smart devices

Sensors, actuators
and smart devices

Hinh 2.2 : Céc khoi chic nang chinh va cach thuc hoat dong cta kién trac IOT



2.2 Mang truyén thong trong IoT

Trong hé théng IoT bao vé an ninh gia dinh, giao thire HTTP duoc st dung
dé truyén dit liéu gitra thiét bi ESP32-CAM va nén tang Cloud. Théng qua két ndi
Wi-Fi, ESP32-CAM gui hinh anh, video va trang thai hoat dong cuia hé théng 1én
server bang cac yéu cau HTTP.

Giao thic HTTP ¢6 wu diém 1a dé trién khai, tuong thich tdt véi cac dich vu
Cloud va phu hop véi cac hé thong IoT quy mod nho. Viéc st dung HTTP + API
Key giup dam bao dit liéu dugc truyén tai on dinh va c6 kha ning bao mat trong qua

trinh giao tiép giira thiét bi va server.

__a HTTP
_ J Request Message
HTTP
Response Message
HTTP Clients
(Web Browser) HTTP over TCP/IP HTTP Server (Web Server)

Hinh 2.3 : M6 phdng giao thirc HTTP



2.3 Hg¢ thong giam sat an ninh gia dinh thong minh

HE THONG GIAM SAT AN NINH GIA BDiNH THONG MINH

®©
N \
[ 1
e = ()
m wr =
(==}
S
@ _/ Gateway Server/Cloud Ung dung
= giam sat
Thiét bi
cam bién

Hinh 2.4 : Minh hoa kién trac hé théng IoT an ninh

Hé théng IoT bao vé an ninh gia dinh bao gom nhiéu thanh phan phdi hop
chit ché v6i nhau nhim dam bao kha ning giam sat va phan tng kip thoi trude cac
su kién bat thuong. Trong d6, camera gidm sat c6 nhi€ém vy ghi nhan hinh anh va
truyén dit liéu vé server dé xur Iy. Cac cam bién ctra va cam bién chuyén dong duoc
su dung dé phat hién céc su kién nhu mé ctra hodc sy di chuyén cua con nguoi
trong khu vyc gidm sat. B xur ly trung tam, dong vai tro 1a Gateway hodc Server,
tiép nhéan dit lidu tir cac thiét bi, thuc hién phan tich va dua ra cdc canh bao can
thiét. Thong tin canh bao va trang thai hé thong duoc hién thi thong qua tng dung
di dong, cho phép nguoi ding theo ddi va diéu khién thiét bi tir xa. Ngoai ra, hé
thong con co cac thiét bi phan hdi nhu cdi bao dong hodc khoa cira thong minh

nham tang cuong kha ning bao vé va phan ung ty dong khi phat hién xam nhap.



Cong thirc khai quat ludng dir liéu:
D sensor 7 Gateu’ay > S ETVET Cloud 7 App(,'rm:'r

Trong d6 Dsensor 1a dit liéu cam bién, dugc xtr Iy va truyén 1én hé théng dé

dua ra phan ung (bdo dong, thong bdo,...).

2.4 Bio mat trong hé thong IoT

2.4.1 Qudn Iy thong tin nhay cdam trong hé thong
a. Trén thiét bi ESP32

ESP32 can luu trit mot s6 thong tin quan trong dé dam bao kha nang két ndi
va van hanh cta hé thdng, bao gém thong tin Wi-Fi dung dé két ndi vao mang noi
bd, Blynk Auth Token nham xéc thuc thiét bi véi nén tang Blynk, va API Key dugc
st dung dé xac thuc khi guri dir li¢u, dac bi¢t 1a hinh anh, 1én server xu ly. Hién tai,
cac thong tin nay dugc khai bao truc tiép trong ma ngudn .ino. Céch trién khai nay
gitip hé thong hoat dong 6n dinh, dé cdu hinh va thuén tién cho qua trinh phat trién,
thtr nghi€ém trong moi trudng hoc tap, dac biét khi hé théng dugc van hanh trong

mang ndi bd co kiém soat.
b. Trén server

Céc thong tin nhay cam ciia hé thong, bao gom AWS Access Key ID, AWS
Secret Access Key va API Key, di duoc tach hoan toan khéi ma ngudn chuong
trinh va luu trir trong file cu hinh .env. Server s& doc cac gia tri ndy théng qua cac
bién méi trudng trong qua trinh chay, qua d6 tranh viéc khai bao truc tiép
(hard-code) cac thong tin quan trong trong file JavaScript. Cach tiép can nay gitp
ting cuong muc do bao mat, han ché nguy co ro ri thong tin khi chia sé hodc quan
Iy ma ngudn, déng thoi phi hop vé6i cac khuyén nghi bao mat trong phat trién tng

dung backend.



2.4.2 Cdc bign phdp bdo mat di dwoc trién khai
a. Tach biét thong tin nhay cam phia server

AWS Access Key/Secret va API Key khong duoc khai bao truc tiép trong ma
ngudn server ma duoc quan 1y théng qua cac bién méi trudng, gitip giam thiéu nguy
co 16 thong tin nhay cam. Pdng thoi, file cau hinh .env di dugc thém vao .gitignore
dé dam bao cac thong tin nay khong bi ddy 1én hé théng quan 1y md ngudn, gop
phan nang cao mirc d6 an toan va tuan thii cic nguyén tic bao mat trong qua trinh

phat trién va trién khai hé thong.
b. Xac thyc truy cap API bang API Key

Moi yéu ciu (request) duoc gui tir ESP32 1én server déu phai kém theo khoa
xac thuc x-api-key trong phan header. Server thyc hién kiém tra API Key trudc khi
xtr 1y cac endpoint quan trong nhu chirc ning phén tich hinh anh hodc truy van lich
st sy kién. Nhiing request khong hop 1€ hoac thiéu thong tin xac thuc s€ bi tr chdi
ngay tir dau, qua d6 giup ngin chin céc truy cap trai phép va ting cudng mirc do

bao mat cho hé théng.
c. Gidi han tan suat truy cap (Rate Limiting)

Server dugc ciu hinh dé gidi han sb luong request trong mot khoang thoi
gian nhit dinh thong qua co ché rate limiting. Bién phép nay giup giam nguy co cic
hanh vi tdn céng nhu spam, brute-force API hodc viéc gui yéu cau lién tuc gdy qua
tai tai nguyén server, tir d6 gop phan duy tri sy on dinh va an toan trong qua trinh

véan hanh hé thong.
d. Gi6i han pham vi trién khai

Trong qué trinh thr nghiém, ESP32 va WebServer dugc trién khai va hoat
dong chu yéu trong mang ndi bd (LAN), dong thoi khong mé cong truy cip cong
khai truc tiép ra Internet. Cach trién khai nay giap han ché pham vi tiép can cua hé
thong, qua d6 giam dang ké nguy co bi tin cong tir bén ngoai va ning cao mirc do

an toan trong moi truong thuc nghiém.
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CHUONG 3. MO HINH DE XUAT

3.1 Co sé dé xuit mé hinh

Trong bdi canh nhu ciu bao vé an ninh gia dinh ngay cang gia ting, viéc ing
dung cong nghé Internet of Things (IoT) vao hé thong giam sat 1a mot hudng di phu
hop va cé tinh thuc tién cao. Cac hé thdng camera truyén thong thudng cé chi phi
cao, kho mé rong va han ché trong kha ning giam sat tir xa. Do d6, viéc dé xuat mot
mo hinh gidm sat an ninh dya trén IoT giGip khac phuc nhimng han ché trén, dong

thoi nang cao hiéu qua bao v¢ an ninh.

ESP32-CAM duoc lya chon 1am thiét bi trung tdm cua h¢ théng nho tich hop
san camera va kha niang két ndi Wi-Fi, cung véi wu diém vé gia thanh thap, kich
thudc nhé gon va dé 1ap trinh. Thiét bj c6 kha nang thu thap hinh anh tu khu vuc
giam sat va truyén dir liéu vé server thong qua mang Internet dé phuc vu cho qua
trinh xir 1y va phéan tich. Hé thong dugc xay dung theo mo hinh Client — Server,
trong d6 ESP32-CAM dong vai tro 1a client thyc hién viéc thu thap va gui dir liu,
server ddm nhiém cac chuc nang xu ly, luu trlt va phat sinh canh bdo, con nguoi
dung truy cap va giam sat hé thong thong qua giao dién web hoic tng dung trén
thiét bi di dong. M6 hinh nay giup hé thong hoat dong 6n dinh, d& quan 1y va thuan

tién cho viéc m& rong trong tuong lai.

Tu cac phan tich trén, mé hinh IoT bao v€ an ninh gia dinh st dung
ESP32-CAM la phu hop vé mit cong nghé, c6 tinh kha thi cao va dép tmg tét muc
tiéu nghién ctru cta dé tai.

3.2 Muc tiéu

Muc tiéu cta dé tai “Phat trién tng dung IoT dé bao vé an ninh gia dinh” 1a
nghién ciru, thiét ké va xdy dung mot hé thong giam sat an ninh gia dinh dua trén
nén tang Internet of Things. Hé théng cho phép thu thip hinh anh tir camera
ESP32-CAM, truyén dit liéu qua mang Internet, giam sat tir xa theo thoi gian thuc

va giri canh bao khi phat hién cac hanh vi xdm nhap bat thuong.
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Bén canh d6, dé tai hudng dén viéc ap dung céc kién thirc vé IoT, mang may
tinh va 1ap trinh vao thuc té, xdy dung hé théng co chi phi thap, d& trién khai va co
kha ning mé rong, dap tng yéu cau hoc tdp va nghién ctru cua sinh vién nganh

Cong nghé thong tin.

3.3 Kién tric tong thé

NGU'OT DUNG

Internet
Push Motification

BLYNK CLOUD
Quan ly thiét bi
Gri thong bao canh bao

HTTP API

AWS CLOUD
MNhan diF liéu hinh anh
X Iy Al nhan dién nguedi
Ly trik diF ligu

T Wi-Fi / HTTP / HTTPS

ESP32-CAM
Chup anh / quay video
Két ndi Wi-Fi
Giri di¥ liu 1én Cloud

T GPIO / UART

ARDUINO ]
Nhan tin hiéu :::Slr"r] bién
Xir ly diéu khién

e S e N N

GPIO

CAM BIEN CHUYEN BONG (PIR)
Phat hién xam nhap

Hinh 3.1 : Overall System Architecture Diagram
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3.3.1 Lép thiét bi (Device Layer)
L6p thiét bi bao gdm cac phan cimg IoT trong d6 thiét bi chinh 1a:
ESP32-CAM tich hop camera OV2640 c6 nhi€ém vu thu thdp hinh anh hoac
video tir méi truong giam sat. Thiét bi hoat dong lién tuc, ghi nhan cac thay d6i

trong khu vuc gidm sat va c6 thé thyc hién cac xir Iy co ban nhu phét hién chuyén

dong ban dau.

Hinh 3.2 : ESP32-CAM
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Arduino 1a bo mach vi di€u khién dugc st dung dé di€u khién va xtur ly tin
hiéu tir cac cdm bién trong h¢ thong. Arduino c6 nhi€ém vu nhan dir liéu tir cdm bién
chuyén dong, xur 1y tin hi€u va thuc hién cac hanh dong tuong g nhu guri tin hi¢u

diéu khién hodc kich hoat canh béo.

Hinh 3.3 : Arduino
Cam bién chuyén dong (thuong st dung cam bién PIR) c6 chiic ning phat
hién su thay doi chuyén dong trong khu vuc giam sat. Khi c6 chuyén dong ciia con

nguoi hodc vat thé, cam bién s€ phat ra tin hi¢u gui vé Arduino dé xu ly.

Hinh 3.4 : Cam bién chuyén dong
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Day jumper dugc str dung d€ két noi cac linh kién phan cung véi nhau nhu
Arduino va cdm bién chuyén dong. Céc loai day jumper gom day duc—duc, duc—cai
va cai—cai, giup viéc lap rap mach di¢n tré nén linh hoat va thuén ti€n trong qua

trinh thir nghiém va trién khai hé thong.

Hinh 3.5 : Day jumper

Buzzer 1a mot linh kién dién tor dung dé phat ra am thanh canh bdo hodc
thong bao trong cac mach dién tu. Buzzer thuong dugc su dung trong céc du an
Arduino, ESP32, hé thong bao dong, thiét bi gia dung va mach diéu khién dé tao tin
hiéu am thanh nhu tiéng “beep” khi c6 su kién xay ra. Cé hai loai buzzer phé bién
la buzzer chu dong (active buzzer) va buzzer thu dong (passive buzzer), giup ngudi
dung linh hoat lya chon theo nhu cAu sir dung. Nho kich thudc nhd gon, dé két ndi
va lap trinh, buzzer 1a linh kién khong thé thiéu trong qua trinh thir nghiém va trién

khai cac hé thong dién tir.
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~—  NSHOPUN  ——

Hinh 3.6 : Co1 buzzer
3.3.2 Lép mang truyén thong (Network Layer)

L6p mang truyén thong dong vai tro két ndi giita cac thiét bi phan cing trong
hé thong IoT va cac thanh phan xir 1y phia trén. Lép nay dam bao viéc truyén dix
lidu tir thiét bi giam sat dén server va ting dung nguoi dung duoc dién ra 6n dinh,

kip thoi va an toan.

Trong hé thdng cua dé tai, 16p mang truyén thong str dung mang Wi-Fi 1am
ha tﬁng két ndi chinh dé dam bao kha nang truyén dir liéu 6n dinh va thuan tién
trong mdi truong gia dinh. ESP32-CAM dugc tich hop san module Wi-Fi, cho phép
két ndi tryc tiép véi router gia dinh va truy cap Internet. Thong qua két ndi nay, cac
dw li¢u hinh anh, tin hi¢u phat hién chuyén dong va trang thai hoat dong cua thiét bi
duoc truyén tir ESP32-CAM dén server xu 1y trung tdm. Bén canh dé, Arduino
nhan tin hiéu tr cam bién chuyén dong va thuc hién xur Iy cuc bg, sau do truyén
thong tin nay sang ESP32-CAM théng qua két nbi day hodc giao tiép nbi tiép.
ESP32-CAM tiép tuc dam nhiém vai trd giri cac dir liéu dd tong hop lén server

thong qua mang truyén thong dé phuc vu cho qué trinh giam sat va phan tich.
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Cac giao thirc truyén thong phd bién nhu HTTP duogc st dung dé truyén dir
liéu giita ESP32-CAM va server. Giao thirc nay dé& trién khai, phu hop voi cac hé

thong IoT quy mo nhé va dép tmg tot yéu cau giam sat theo thoi gian thuc.
3.3.3 Lop wng dung ngwoi dung (Application Layer)

Blynk déng vai tro 1a 16p Application Layer trong hé thng, cho phép ngudi
dung theo ddi trang théi cua cac thiét bi [oT, nhan thong béo canh bao va diéu khién
hé thong thong qua g dung di dong c6 san. Cu thé, dir liu tir cac thiét bi IoT nhu
ESP32-CAM, cam bién chuyén dong va cam bién cira sau khi dugc xir 1y tai
Gateway va trén nén tang Cloud s& dwgc gui 1én Blynk Cloud. Nén tang nay chiu
trach nhiém hién thi thong tin trang thai hé théng, cac hinh anh hodc sy kién giam
sat, dong thoi phat hién va thong bao cac hanh vi bat thuong dén ngudi dung theo
thoi gian thuc. Thong qua ung dung Blynk trén dién thoai thong minh, ngudi dung
c6 thé nhdn thong bao tirc thi khi phat hién chuyén dong hoic xam nhép trai phép,
theo doi trang thai hoat dong ctia cac thiét bi trong hé théng, bat/tat hodc cau hinh
cac chirc ning giam sat co ban, ciing nhu giam sat toan bo hé thng tir xa thong qua

két ndi Internet.

Server
Blynk.cloud
@ Thiét bi IOT
App mobile Code Blynk
Blynk IOT $

- o

=

'\g Web Server

Web Dashboard

Hinh 3.7 : M6 phong cach hoat dong cua Blynk
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3.4 Mo hinh hoat djng

Phat hién chuyén déng

(PIR)

(X Iy song song)

Kich hoat ESP32 - CAM GiFi trang thai 1én Cloud

| —
v
S

Chup anh/ Video

S

GUvi diF liéu IEn AWS
cloud

.

e ™
Quyét dinh ¢o ™~ No -

Liru log siF kién

Xi¥ Iy Al nhan dién
ngurdi

G két qua sang cho
Blynk Cloud

G+ théng bao dén dién

thoai

Hinh 3.8 : Activity Diagram
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Hé thong IoT bao vé an ninh gia dinh dugc thiét ké dya trén mo hinh xu 1y
su kién két hop véi xtr Iy song song nham dam bao kha ning phan hdi nhanh va
hoat dong 6n dinh. Khi cam bién chuyén dong PIR phat hién c6 su di chuyén trong
khu vuc gidm sat, tin hiéu s€ duoc guri dén bo diéu khién trung tam dé kich hoat hé
thong. Tai thoi diém nay, hé thong trién khai hai ludng xir 1y song song. O ludng xir
1y thir nhat, ESP32-CAM duoc kich hoat dé chup anh hoac quay video tai khu vuc
xay ra su kién, sau do dir liéu hinh anh hoac video dugc truyén 1én nén tang AWS
Cloud thong qua két nbéi Wi-Fi st dung giao thec HTTP/HTTPS. Tai Cloud, hé
thé)ng tién hanh phan tich dir li¢u dé xac dinh sy xuit hién cta con nguoi; néu
khong phat hién nguoi, thong tin sy kién chi dugce luu lai nham phuc vu muc dich
giam sat va thong ké, trong khi néu phat hién c6 ngudi, dir lidu s& duge xu 1y boi
mo-dun Al nhan dién va két qua phan tich dugc gui sang Blynk Cloud. Song song
v6i d6, ¢ ludng xir Iy thtr hai, trang thai hoat dong cua thiét bi duoc giri 1én Cloud
dé cap nhat tinh trang hé théng theo thoi gian thuc. Sau khi Blynk Cloud nhéan duogc
két qua xir 1y, hé thong s& giri thong béo canh bao dén dién thoai clia ngudi ding
thong qua Gng dung di dong, gitp ngudi dung kip thoi ndm bit va phan tng trudce

cac tinh huong an ninh x4y ra tai khu vuc giam sat.
3.5 Uudiém cia md hinh dé xuat

Mo hinh dé xuat c6 kién triic don gian, dé trién khai va thuan tién cho viéc
bao tri trong qué trinh van hanh. Hé théng ¢ chi phi thap, phu hop voi diéu kién va
nhu cau sir dung trong pham vi ho gia dinh. Nho co ché xu 1y sy kién két hop xir Iy
song song, hé thong c6 kha niang phan hoi nhanh khi phét hién céc tinh hudng bét
thuong, ddng thoi dam bao hoat dong On dinh. Bén canh d6, mé hinh c6 tinh linh
hoat cao, d& mo rong va thuan lgi cho viéc tich hgp céac chiic nang Al trén nén tang
Cloud nham nang cao kha ning phan tich va nhin dién. Ngoai ra, hé thong hd trg
giam sat tr xa va glri canh bao kip thoi dén nguoi ding, giup ting cuong hiéu qua

bdo v¢ an ninh trong méi truong gia dinh.
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3.6 M5 hinh trién khai thue té

Trong mo hinh trién khai thuc té, ESP32-CAM dugc lép dat tai cac vi tri can
giam sat nhu cira ra vao, hanh lang hodc khu vuc san trudc nham dam bao kha ning
quan sat hiéu qua. Cam bién chuyén dong PIR duoc bd tri gan khu vuc giam sat dé
kip thoi phat hién sy di chuyén cua con nguoi hodc vat thé. Cac thiét bi trong hé
théng duoc két ndi véi nhau thong qua diy jumper va sir dung ngudn dién 6n dinh
dé dam bao hoat dong lién tuc. ESP32-CAM két nbi truc tiép v6i mang Wi-Fi gia
dinh dé truyén dir liéu 1én nén tang Cloud, noi di liéu hinh anh va trang thai hoat
dong cua hé thong duogc xir 1y va luu trit. Nguoi dung c6 thé theo ddi tinh trang hé
théng va nhan cac thong bao canh bdo thong qua Gmg dung trén dién thoai thong

minh, gitp gidm sat an ninh gia dinh mot cach thuén tién va kip thoi.

Cam bi&n chuyén déng PIR AWS Cloud
S

K&t néi qua Wi-Fi

=
‘ ' . A\I{S Cloud
.

bién thoai ngudi dung

Hinh 3.9 : M6 hinh trién khai thuc té
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CHUONG 4. THUC NGHIEM
4.1 Dir liéu thuwe nghiém
4.1.1 Muc tiéu

Dt liéu hoat dong thuc té cua hé théng dugc ghi nhan thong qua qué trinh
van hanh lién tyc trong cac diéu kién st dung binh thudng, bao gdm trang thai két
ndi, thoi gian xir Iy su kién va phan hoi canh bao. Két qua cho thiy hé théng hoat
dong 6n dinh, khong xay ra 18i treo hay gian doan trong qua trinh giam sat. Do tré
tir thoi diém phat hién su kién dén khi giri théng bao ¢ mirc thap, dap Gmg yéu cau
giam sat thoi gian gan thuc. Kha ning phan hoi ctia hé théng nhanh va nhat quén,

dam bao nguoi dung nhan dugc thong tin kip thoi khi co6 sy kién xay ra.
4.1.2 Loaqi dir liéu thu thap

Hé théng ghi nhan trang thai két ndi on dinh thong qua mang Wi-Fi va nén
tang Blynk, dam bao viéc truyén dir liéu khong bi gian doan trong qué trinh hoat
dong. Dir liéu hinh anh tir camera duoc truyén dudi dang ludng thoi gian thuc, cho
phép nguoi dung theo dai tryc tiép khu vuc giam sat. Khi co truy cap hodc phat hién
chuyén dong, dir liéu su kién duoc xir Iy va giri thong bao kip thoi dén nguoi dung.
Thoi gian phan hoi dugc xac dinh tir thoi diém su kién xay ra dén khi canh bao
dugc nhan, cho thdy hé thdng dap tng nhanh, phu hop véi yéu cu gidm sat an ninh

trong thoi gian thuc.
4.1.3 Kich ban thuc nghiém

Qua trinh van hanh cta hé thong bat dau khi ESP32 khoi dong va tu dong két
ndi vao mang Wi-Fi d3 cdu hinh. Sau khi két ndi thanh cong, ngudi dung cé thé truy
cap WebServer dé theo doi hinh anh camera gidm sat theo thoi gian thuc. Khi hé
théng phat sinh sy kién giam sat nhu phat hién chuyén dong hoic truy cip bat
thuong, dir liéu duoc xur 1y va giri dén nén tang Blynk dé tao thong bao canh bao

trén dién thoai nguoi dung. Trong qua trinh thir nghiém, viéc ngit két ndi Wi-Fi va
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két ndi lai cho thay hé théng c6 kha niang tu khoi phuc két ndi, tiép tuc hoat dong

binh thuong ma khéng can can thiép thu cong.
4.2 Cai dat thuc nghiém
4.2.1 Muc tiéu

Quy trinh trién khai duoc thuc hién bang cach thiét 1ap diy du moi trudong
phan ctng va phan mém theo dung cdu hinh thiét ké, bao gém két ndi cac thiét bi va
chuan bj nén tang van hanh. Sau d6, chuong trinh dugc nap cho ESP32 va tién hanh
cu hinh cac dich vu lién quan nhu Wi-Fi, WebServer va Blynk dé dam bao kha
nang truyén dir liu va giri canh bao. Cudi cing, hé thong duoc kiém tra tong thé
nham x4c nhan trang thai hoat dong 6n dinh, tr d6 dam béo sin sang thu thap dir

liéu thyc nghiém trong qué trinh van hanh.
4.2.2 Moi truong cai dat
a. Phan cing

Hé thong phan ctimg bao gdbm ESP32 hodc ESP32-CAM dong vai tro 1a bd
diéu khién trung tdm va thiét bi thu thap hinh anh. Router Wi-Fi ndi bo duogc st
dung dé tao mang két ndi gitta cac thiét bi trong hé théng. May tinh c4 nhan cai dat
Arduino IDE dam nhi€ém viéc nap chuong trinh va ciu hinh cho ESP32. Pién thoai
thong minh duoc cai dit tng dung Blynk dung dé gidm sat trang thai hé théng va

nhan thong bao canh bao khi cé su ki¢n xay ra.
b. Phan mém

Moi trudng phan mém dugc xay dung trén Arduino IDE, cho phép lap trinh,
bién dich va nap ma ngudn cho ESP32. Cac thu vién WiFi, WebServer va Camera
duogc st dung dé thiét 1ap két ni mang, xay dung mdy chii web va xtr Iy ludng hinh
anh tir camera. Nén tang Blynk duoc cdu hinh thong qua dashboard va chirc ning
notification, giup hién thi dir liéu gidm sat va giri canh bao thoi gian thuc dén dién

thoai nguodi dung.
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4.2.3 Quy trinh cai dat
a. Arduino IDE va ESP32

Moi truong phat trién cho ESP32 dugc thiét 1ap béng cach cai dat Arduino
IDE phién ban 2.x nhim dam bao twong thich vdi cac board va thu vién méi. Sau
do, URL cua ESP32 Board Manager dugc thém vao muc Preferences dé mo rong
danh sach phan cung hd trg. Board “esp32 by Espressif Systems” duogc cai dat dé
cho phép bién dich va nap chuong trinh cho ESP32/ESP32-CAM. Céc thu vién can
thiét gdm Blynk, ArduinoJson va WiFiManager duogc cai dit nham phuc vu két ndi

IoT, xr Iy dir liéu JSON va quan 1y cau hinh Wi-Fi dong cho thiét bi.
b. Node.js Server

May chi backend dugc trién khai trén nén tang Node.js v6i phién ban LTS tir
v18.x tr¢ 1én dé dam bao tinh 6n dinh va bao mat. Mot thu muc dyu 4n riéng dugc
tao va khoi tao bang npm dé quan 1y goi phu thudc. Cac thu vién express, multer,
aws-sdk, cors, dotenv va express-rate-limit duoc cai dat nham xay dung API, xir Iy
upload dir liéu, két ndi dich vu AWS, hd tro CORS, quan 1y bién moi truong va gidi

han truy cap, dam bao hé théng hoat dong an toan va hi€u qua.
c. AWS Services

Hé théng st dung cac dich vu cia AWS bé“mg cach tao tai khoan AWS va
thiét 1ap mot IAM User véi quyén truy cdp S3 va Rekognition. Mot S3 Bucket duoc
tao tai khu vuc ap-southeast-2 dé luu trir dir liéu hinh anh tir hé théng giam sat.
Access Key ID va Secret Access Key dugc luu trit an toan va st dung cho vi¢e ciu
hinh két ndi giita Node.js Server va cac dich vu AWS, phuc vu cho qu4 trinh luu trit
va xtr Iy dit liéu trén nén tang cloud.

d. Blynk IoT
Nén tang Blynk duoc cau hinh bang cach diang ky tai khoan va tao mot Template

mang tén “ESP32CAM Security” dé quan 1y thiét bi IoT. Trong template, hé thong
thiét 1ap 9 Virtual Pins (V0—V8) dung cho viéc hién thi di liéu va diéu khién, dong
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thoi cdu hinh 3 Events dé guri thong bao khi ¢ su kién giam sat. Auth Token duoc
liy tir Device va tich hop vao chuwong trinh ESP32, cho phép thiét bj két ndi véi
Blynk Cloud va gui dit liéu, canh bao dén dién thoai nguoi dung theo thoi gian

thue.
4.2.4 Ciu hinh hé thong
a. CAu hinh Server

Tién hanh tao file Server.js dé xay dung dich vu backend, trong d6 khai béo
AWS credentials phuc vu két ndi cac dich vu lién quan. Tao file .env chira thong tin
AWS IAM va thiét 1ap cac gia tri nay dudi dang Environment Variables ctia hé diéu
hanh dé taing muc do bao mat. Khai bdo tén S3 Bucket theo bién
S3 BUCKET=esp32cam-security-khoahanh, dong thdi tao API Key ngiu nhién
bang PowerShell v4i 1énh -join ((48..57) + (65..90) + (97..122) | Get-Random
-Count 32 | ForEach-Object {[char]$ }) va luu vao .env dé xéac thuc truy cip APL
Tiép theo, thiét 1ap danh sach IP duwoc phép truy cap bang
ALLOWED IPS=192.168.100.167,192.168.100.114 nham gii han ngudn truy cap
tir camera va laptop c4 nhan. Dy 4n duoc khéi tao bang cach tao file package.json,
cai dat cac dependencies bang npm install, tao file .gitignore dé loai trir cac thong
tin nhay cam khi quan 1y mé ngudn, va tao thu muc uploads dé luu tam dit liéu tai
1én trudce khi xtr 1y.

b. Céu hinh thiét bj ESP32

Trén ESP32, ciu hinh Wi-Fi duoc thuc hién tu dong thong qua
WiFiManager, gitp thiét bi két néi mang ma khong can hardcode SSID/password
trong mi ngudn. Sau d6, khai bao Blynk Auth Token dé thiét bi lién két véi Blynk
Cloud va thuc hién chirc nang gui dit li¢u hodc canh bao. API Key trén ESP32 phai
dugc khai bao trung khdp voi gia tri API Key trong file .env cua server dé dam bao
xéc thuc hop 1 khi giao tiép giita thiét bi va backend. Cudi cung, kiém tra dung dia
chi IP cta server va cong két ndi dang str dung dé dam bao ESP32 c6 thé g dix

liéu va nhéan phan hoi 6n dinh trong qua trinh van hanh.
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42.4.1 Két n6i phan cing

Két ndi PIR Sensor dugc thuc hién theo ding chan tin hi¢u: PIR VCC ndi
vao ESP32 5V, PIR GND ndi vao ESP32 GND va PIR OUT néi vao ESP32
GPIO13 dé doc tin hiéu phat hién chuyén dong. Buzzer duoc d4u vé6i chan diéu
khién dé phat am béao khi co sy kién: Buzzer (+) ndi vao ESP32 GPIO12 va Buzzer
(-) ndi vao ESP32 GND. Thé SD dugc chuan bi bang cach format dinh dang FAT32
nham dam bao twong thich khi luu trit dit liéu hinh anh hoic log su kién trong qué

trinh hé thdng hoat dong.
4.3 K&ét qua thue nghiém
4.3.1 Két qua két néi va vin hanh hé théng

Trong qué trinh thuc nghiém, hé théng dugc khéi dong va van hanh lién tuc
trong mdi trudng mang LAN gia dinh. Hinh anh thiét bi thuc t& dugc trinh bay
nhdm minh hoa mé hinh trién khai, bao gém ESP32-CAM, cam bién va hé théng
két ndi mang trong diéu kién st dung thuc té. Két qua cho thay ESP32-CAM duy tri
két ndi Wi-Fi on dinh, thoi gian két ndi ban dau ngin va hau nhu khong xay ra hién
tugng mat mang. Khi xay ra gian doan Wi-Fi, thiét bi c6 kha ning ty dong két ndi
lai ma khéng can can thiép thu coéng. Server Node.js hoat dong on dinh trong sudt
qué trinh thtr nghi¢ém, khong ghi nhan tinh trang treo hoac dung dich vu. Két ndi
gitta ESP32-CAM va server duoc duy tri lién tuc thong qua cac yéu cau HTTP c¢6
xac thuc API Key, dam bao tinh lién tuc va do tin cdy cua hé théng. Két qua nay
ching minh mé hinh trién khai dap mg t6t yéu cau van hanh trong méi trudng thuc

té voi quy mo gia dinh.
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Hinh 4.1 : Thiét bi ESP32-CAM va cac thanh phan hé thdng trong qua trinh thuc

nghiém tai moi truong mang LAN gia dinh.
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ESP32 két ndi Wi-Fi 6n dinh trong méi truong LAN.

v & 2t6s100167 x | @ tocanost3000 X @ wirManager

& > C | A Knongbiomat 192.1684.1

WiFiManager

ESP32-CAM-Setup

Configure WiFi

Not connected to 4G-UFI-ED2
AP not found

0 me AH@® oM

1/4/2026

v & 192168100167 X | @ locamost3000 x @ conngese

& O | A Kknongbiomat 192.168.4.1/wifi?

Minh Thu aal
Sangcamera aul
SCTV_GIANGHI a.
SSID

(46-uFiED2 ]
Password

[J Show Password

Not connected to 4G-UFI-ED2
AP not found

326 PM
1/4/2026

R 0 w6 B @

Hinh 4.2 : Giao dién két ndi Wi-fi
4.3.2 Kich hoat phdt hién chuyén déng va ghi nhin hinh anh, video

Khi cam bién chuyén dong PIR phat hién sy di chuyén trong khu vuc giam
sat, tin hiéu kich hoat duoc giri dén b diéu khién trung tim. Hé thdng tién hanh
kiém tra va xac nhan trang thai chuyén dong hop 1€ nham han ché céc kich hoat gia.
Sau khi chuyén dong duoc xac nhan, ESP32-CAM tu dong khoi dong qué trinh ghi
nhan dir liéu, bao gém chup anh tirc thoi dé phuc vu phan tich va déng thot ghi

video trong khodng thoi gian xac dinh. Céac dit liéu hinh anh va video sau khi dugc
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tao s& dugc luu trit va st dung cho cac budc xir Iy, phan tich va giam sat tiép theo
cua hé théng. Két qua thuc nghiém cho théy co ché kich hoat nay hoat dong 6n dinh

va dap (mg nhanh khi c¢6 sy kién chuyén dong xay ra.

t  Serial Monitor X

Not connected. Select a board and a port to connect automatically.

]

én dinh = 1/2

&t ddu ghi!

[ ]
+
[}
4
2
v

Hinh 4.3 : Nhat ky Serial Monitor khi cam bién PIR phat hién chuyén dong va kich
hoat chup anh, ghi video

4.3.3 Thiét lap két néi HTTP va xdc thwe yéu cau tiv thiét bj IoT

Khi ESP32-CAM hoan tit viéc thu thap dit liéu hinh anh, thiét bj tao mot yéu
cau HTTP POST gtii dit liéu 1én server xir 1y trung tam. Trudc khi tiép nhan va xtr
1y nd1 dung yéu cau, server thuc hién cac buéc kiém tra bao mat nham dam bao tinh
hop 1€ cua két ndi. Cu thé, server tién hanh xac thuc API Key dugc gtri kém trong
header cta request, kiém tra dia chi IP ngudn dya trén IP Whitelist, ddng thoi ap
dung co ché Rate Limiting dé gidi han sé luong yéu cau trong mot khoang thoi gian
nhat dinh. Chi khi tit ca cac diéu kién bao mat duogc dap ung, server moi chép nhan
request va tiép tuc xir Iy dir liéu, qua d6 dam bao an toan va 6n dinh cho hé théng

trong qua trinh van hanh.
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BAT PAU PHAN TICH ARS ————
Kich thu&éc anh: 11178 bytes

b3 k&t ndl server

Pa guli anh
Poi phan héi tir ARS. ..

] C:A\Windows\System32\cmd.e X + ~
C:\Users\vomin\OneDrive\Desktop\esp32cam-server>node server.js

SECURE SERVER STARTED

& Port: 3000
& Security Features:

¥ API Key Authentication: ENABLED

¥ Rate Limiting: ENABLED

B IP Whitelist: ENABLED

Allowed IPs: 192.168.100.167, 192.168.100.114

@ Started at: 15:20:25 6/1/2026

(node:5024) NOTE: The AWS SDK for JavaScript (v2) has reached end-of-support.
It will no longer receive updates or releases.

Please migrate your code to use AWS SDK for JavaScript (v3).

For more information, check the blog post at https://a.co/cUPnyil

(Use ‘node --trace-warnings ...‘' to show where the warning was created)
@ API Hey validated

® IP allowed: 192.168.100.167

Hinh 4.4 : ESP32-CAM gtri HTTP POST request va server xac thuc API Key, IP
Whitelist va Rate Limiting

4.3.4 Xt Iy div liéu hinh dnh va phén tich hanh vi trén nén ting Cloud

Sau khi server xac thuc thanh cong yéu cau tir thiét bi ToT, dit liéu hinh anh
do ESP32-CAM gtri 1én dugc tai 1én dich vu luu trlt Amazon S3 dé phuc vu qua
trinh xir 1y. Tiép theo, server st dung dich vu AWS Rekognition dé phan tich noi
dung hinh anh nham phét hién cic déi twong xuat hién, dic biét 1a ddi twong con
ngudi. Két qua phan tich bao gdm danh sich cic nhin nhan dién kém theo do tin

cay, ) luong khuén mat dugc phat hién va céac thong tin lién quan.
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Dua trén két qua nhan dién, hé thé)ng tiép tuc thuc hi¢n phan tich hanh vi
(pattern analysis) bang cach danh gi4 thoi diém xuat hién va tan suat xuat hién cia
d6i tuong trong mot khoang thoi gian xac dinh. Trén co s& d6, hé théng phan loai
mirc do su kién va quyét dinh c6 kich hoat canh bao hay khong. Co ché nay giup
han ché cac canh bao khong can thiét, ddng thdi nang cao do chinh xac va hiéu qua

ctia hé thong giam sat an ninh gia dinh.

7 C\Windows\System32\cmd.e X + v

(Use ‘node --trace-warnings ... to show where the warning was created)
# API Key validated
# IP allowed: 192.168.100.167

NEW REQUEST (AUTHENTICATED)
Time: 2026-01-06T08:20:25.798Z
IP: ::f++f:192.168.100.167
@ Uploading to S3...
B Uploaded to S3: esp32cam_1767687625799.jpg
®, Detecting objects...
M Found 13 labels
- Electronics: 97.38%
Screen: 97.38%
Face: 96.88%
Head: 96.88%
Person: 96.88%
Computer Hardware: 95.96%
Hardware: 95.96%
Monitor: 95.96%
Adult: 95.41%
Male: 95.41%
Man: 95.41%
Earbuds: 93.42%
TV: 88.71%
Detecting faces...
Found 1 faces

= PHAN TICH PATTERN ===
ién tai: 15:20
S6 14n xuit hién (10 phat qua):
B L0G: Lan dau, khéng bao
Két qua: log - Notify: false

B Analysis complete:
Person: true (96.88%)
Faces: 1

Alert: log (Notify: false)

Hinh 4.5 : Server tai anh 1én AWS va thuc hién phan tich dbi twong, hanh vi bang
AWS Rekognition
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4.3.5 Phdn hoi két qud phén tich va kich hoat cdnh bdo tir thiét bi IoT

Sau khi hoan tit qua trinh phan tich hinh anh va hanh vi trén nén tang Cloud,
server tong hop két qua va tra vé dir liéu phan hdi dudi dang JSON cho thiét bi
ESP32-CAM. Noi dung phan hoi bao gdm trang thai phat hién dbi twong con ngudi,
dod tin cay cua két qua nhan di¢n, sb lugng khudén mat dugc phat hién, mac do canh

bao va quyét dinh c6 gtri thong bao hay khong.

ESP32-CAM tiép nhan dir liéu phan hodi tr server, tién hanh phan tich ndi
dung JSON va thuc hién cac hanh dong tuong ting. Trong trudng hop mirc canh bao
duoc xac dinh & muc cao, thiét bi kich hoat co ché canh bao nhu phat coi bdo dong
va dong thoi guri thong bao canh bao dén nguoi dung thong qua nén tang Blynk. Co
ché phan hoi hai chiéu nay gitp hé thdng dua ra quyét dinh kip thoi, nang cao kha
nang phan g va dam bao hiéu qua giam sat an ninh trong méi truong thuyc té.

] C\Windows\System32\cmd.e. X + -

= NEW REQUEST (AUTHENTICATED)
6-01-06T08:21:11.3427

IP: f££:192.168.100.167
@ Uploading to S3...
Uploaded to S3: esp32cam_1767687671342.jpg
@ Detecting objects...
M Found 13 labels

- Face: 97.21%

- Head: 97.21%

- Person: 97.21%

Adult: 93.27%

Male: 93.27%

Man: 93.27%

Eating: 92.26%

Food: 92.26%

Earbuds: 91.91%
Electronics: 91.91%
Accessories: 78.77%
Jewelry: 78.77%

Necklace: 78.77%
Detecting faces...
Found 1 faces

PHAN TICH PATTERN ===

® Analysis complete:
Person: true (97.21%)
Faces: 1

Alert: high (Notify: true)

Hinh 4.6 : Qua trinh phan hdi két qua phan tich va phat canh bao
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it Serial Monitor X

Not connected. Select a board and a port to connect automatically.
o o

006744384766, "faceCount™:0, s™:[],"labels™: [{ "Name": "He: Confidence”:97.28006744384766}, { "Name™: "Dereon”, "Confid

X Server khuyén nghi: NEN BAo!

'ANH BAO: PHAT HIEN NGUOI! ==—== & X X

GH - Buzzer cacl
cAo!

Hinh 4.7 : ESP32-CAM nhan két qua phan tich tir server va giri canh bao Blynk
4.3.6 Cdp nhit Dashboard Blynk givi thong bdo cinh bdo theo két qud phan tich

Trong qué trinh van hanh, hé thong sir dung nén tang Blynk dé hién thi trang théi va
két qua giam sat theo thoi gian thuc. Cu thé, cac thong tin tir ESP32-CAM sau khi
nhan phan hoi phan tich tir server s& duoc cdp nhat 1én Dashboard thong qua cac
Virtual Pin tir VO dén V8, gitp ngudi dung theo ddi truc quan céc trang thai quan
trong (vi du: trang thai thiét bi, phat hi¢én nguo1i, mic canh béo, tan sudt xuét hién,
thoi gian, va cac thong tin lién quan). Pdng thoi, khi bién shouldNotify = true, hé
théng s& kich hoat co ché gti théng bao canh bao 1én Gmg dung Blynk, théng béo
ngay lap tirc dén dién thoai ngudi ding vé sy kién bat thuong (vi dyu: phat hién
ngudi véi mirc canh bao cao hodc xuét hién 1ap lai nhiéu lan trong thoi gian ngan).
Co ché nay dam bao viéc giam sat tir xa dugc thuc hién lién tuc va giup nguoi dung

phan tmg kip thoi trude cac tinh hudng c6 nguy co xam nhap.
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Notifications Q
Today VvV < 2
Inactive @ Offline Online ® PIR Wa
3:27 PM Today

Offline

| 3:24 PM Today
Person Detected

| NQUY HIEM: Phat hién ngudi xadm nhéap! [Quay
lai 3 1an!]

| 3:21 PM Today
Person Detected

= | NQUY HIEM: Phat hién ngudi xam nhép! [Quay
lai 3 1anl]

® 3:18 PM Today
Online

3:16 PM Today
Offline

| 3:15PM Today
Person Detected

| NQUY HIEM: Phat hién ngqudi xam nhéap! [Quay
lai 3 lan!]

Hinh 4.8 : Thong bao canh bao “Person Detected” duoc giri dén nguoi dung thong
qua Blynk
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4.3.7 Kiém thir co ché bdao mdt va xdc thuc truy cdp hé thong

Trong qua trinh thuc nghiém, hé thong tién hanh kiém thir cac co ché bao
mat da trién khai nhim dénh gia kha ning ngan chan truy cap trai phép. Cu thé,
server dugc cdu hinh kiém tra API Key, IP Whitelist va Rate Limiting trudc khi
chap nhan xir Iy bat ky yéu cau nao tir thiét bj IoT. Két qua kiém thtr cho thiy, khi
mot request duoc giri dén server voi API Key khong hop 16 hodc thiéu thong tin xac
thuc, server ngay 1ap tic tir chdi yéu cau va ghi nhan su kién truy cap trai phép.
Thong bao “Unauthorized access attempt” dugc hién thi trén console server, dong
thoi request khong duge xir 1y tiép theo. Co ché nay giup ngin chin céc truy cp
khong hop 1é ngay tir 16p dau tién, ddm bao an toan cho hé thdng trong qua trinh

van hanh.

Két qua thuc nghiém ching minh rang cac bién phap bao mat da trién khai
hoat dong hiéu qua, gbp phan bao vé hé thdng khéi cac nguy co tin cong nhu gia

mao thiét bi, giri dit liéu trai phép hodc khai thac API khong duoc cip quyén.

7 C\Windows\System32\cmd.e X + v

€ Started at 4 6/1/2026

(node:18880) NOTE: The AWS SDK for JavaScript (v2) has reached end-of-support.
It will no longer receive updates or releases.

Please migrate your code to use AWS SDK for JavaScript (v3).

For more information, check the blog post at https://a.co/cUPnyil

‘node --trace-warnings ...‘ to show where the warning was created)

C:\Users\vomin\OneDrive\Desktop\esp32cam-server>node server.js

& Port: 3000

& Security Features:
8 API Key Authentication: ENABLED
® Rate Limiting: ENABLED
# IP Whitelist: ENABLED
Allowed IPs: 192.168.100.167, 192.168.100.114

(node:3528) NOTE: The AWS SDK for JavaScript (v2) has reached end-of-support.
It will no longer receive updates or releases.

Please migrate your code to use AWS SDK for JavaScript (v3).
For more information, check the blog post at https://a.co/cUPnyil
(Use ‘node --trace-warnings ...' to show where the warning was created)

ttempt from: ::ffff:192.168.100.167

Hinh 4.9 : Server tir chdi truy cap khi API Key khong hop 1é va ghi nhan

“Unauthorized access attempt”
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4.3.8 Kiém thir co ché IP Whitelist va ngén chin truy cdp trdi phép

Trong qua trinh kiém thtr bao mat, hé thong tién hanh danh gia hiéu qua cta
co ché TP Whitelist nhim kiém soét nguén truy cap dén server. Cu thé, dia chi IP
cua may tinh thuc hién gt request thir nghiém duoc loai boé khoéi danh sach IP dugc
phép (Whitelist) trén server. Sau khi c4u hinh lai whitelist, may tinh tiép tuc giri yéu
cau HTTP POST dén endpoint phan tich cta server. Két qua cho thay server da tir
chdi request ngay lap tirc va tra vé thong bao 18i “Forbidden — Your IP address is
not allowed”. Pdng thoi, request khong dugc xtr 1y va khong phat sinh bat ky thao

tac tai anh hay phan tich dir liéu nao trén hé thong.

Két qua kiém thtr chimg minh rang co ché IP Whitelist hoat dong dang nhu
thiét k&, giup han ché hiéu qua cac truy cap trai phép ngay ca khi request c6 kém
API Key hop 1&. Bién phap nay gop phan nang cao mirc do an toan cho hé thong,

dac biét trong moi truong trién khai ndi bd hodc mang LAN cé kiém soat.
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™ C\Windows\System32\cmd.e X + >

Microsoft Windows [Version 10.0.26200.7462]
(c) Microsoft Corporation. All rights reserved.

C:\Users\vomin\OneDrive\Desktop\esp32cam-server>curl —X POST http://192.168.100.114:3000/analyze \ -H "X-API-Key: ILaMBN
rUpgudFJKHcZOTPTATWtVR8XIK"
{"error":"Forbidden", "message" : "I SB I LIS T IE LRI allowed (3) URL rejected: Bad hostname

C:\Users\vomin\OneDrive\Desktop\esp32cam-server>

SECURE SERVER STARTED
&£ Port: 3000
¥ Security Features:
# API Key Authentication: ENABLED
# Rate Limiting: ENABLED
# IP Whitelist: ENABLED
Allowed IPs: 192.168.100.167

(node:8548) NOTE: The AWS SDK for JavaScript (v2) has reached end-of-support.
It will no longer receive updates or releases.

Please migrate your code to use AWS SDK for JavaScript (v3).
For more information, check the blog post at https://a.co/cUPnyil
(Use ‘*node ——trace-warnings ...‘' to show where the warning was created)

Hinh 4.10 : Kiém tht IP Whitelist — server tir choi truy cap khi dia chi IP khong

nam trong danh sach cho phép
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4.3.9 Kiém thir co ché Rate Limiting va phong chong tin cong spam

Dé danh gia kha ning bao vé hé thdng trude cac hanh vi giri yéu cau lién tuc
hodc tan cong tur chdi dich vu (DoS) & muc co ban, hé¢ théng da trién khai va kiém
thir co ché Rate Limiting trén server. Trong kich ban kiém thir, mot thiét bi hop 1¢
(da duogc xac thuc API Key va nam trong danh sach IP Whitelist) dugc sir dung dé
gui lién tiép nhiéu yéu cau HTTP POST dén endpoint phan tich trong thoi gian
ngan. Két qua cho thay, khi s6 luong request vuot qua ngudng cho phép (10 request
trong vong 1 phut), server tu dong tir chdi cic yéu cau tiép theo va tra vé thong bao
16i “Too Many Requests”. Dong thoi, cac request vuot ngudng khong duoc xt 1y,

khong phat sinh thao tac tai anh 1én Cloud hay phan tich dir li¢u.

7 C\Windows\System32\cmd.e X + v

IP: ::ffFF:192.168.100.114 7 CiWindows\System32\cmde X+ v
@ API Key validated

8 IP allowed: 192.168.100.114 C:\Users\vomin\OneDrive\Desktop\esp32cam-server>curl -X POST http://192.168.100.114:3000/analyze \ -H "|

rUpgwdFJIKHcZOTPTA7WEVRBX9K"

& = NEWIREQUESTRCAUTHENTICATED) {"error":"No image uploaded"}curl: (3) URL rejected: Bad hostname

2026-01-06T08:16:41.750Z
IP: ::ff££:192.168.160.114
# API Key validated
@ IP allowed: 192.168.100.114

C:\Users\vomin\OneDrive\Desktop\esp32cam-server>curl -X POST http://192.168.100.114:3000/analyze \ -H "|
rUpgwdFJIKHCZOLPTATWEVREXIK"
{"error":"No image uploaded"}curl: (3) URL rejected: Bad hostname

NEW REQUEST (AUTHENTICATED)
2026-01-06T08:16:42.266Z
1 FFF£:192.168.100.114
® API Key validated
@ IP allowed: 192.168.100.114

C:\Users\vomin\OneDrive\Desktop\esp32cam-server>curl -X POST http://192.168.100.114:3000/analyze \ -H "
rUpgwdFJIKHcZOLPTA7WEVRBX9K"

{"error":"Too Many Requests", "message":"You have exceeded the 10 requests in 1 minute limit!" K "retryAft|
rl: (3) URL rejected: Bad hostname

C:\Users\vomin\OneDrive\Desktop\esp32cam-server>curl -X POST http://192.168.160.114:3000/analyze \ -H "
rUpgwdFIKHCZOLPTATWEVR8XIK"

{"error":"Too Many Requests",'message":"You have exceeded the 10 requests in 1 minute limit!", "retryAft
rl: (3) URL rejected: Bad hostname

NEW REQUEST (AUTHENTICATED)

Ip: ££:192.168.100.114
# API Key validated

@ IP allowed: 192.168.100.114 C:\Users\vomin\OneDrive\Desktop\esp32cam-server>curl -X POST http://192.168.100.114:3000/analyze \ -H "|

rUpgwdFJIKHcZOTPTA7WEVRBX9K"
{"error":"Too Many Requests", "message":"You have exceeded the 10 requests in 1 minute limit!", "retryAft|
rl: (3) URL rejected: Bad hostname

=== NEW REQUEST (AUTHENTICATED)
i 2026-01-06T08:16:43.125Z
IP: ::fff£:192.168.100.114
® API Key validated
® API Key validated
@ API Key validated
# API Key validated

C:\Users\vomin\OneDrive\Desktop\esp32cam-server>curl -X POST http://192.168.100.114:3000/analyze \ -H "|
rUpgwdFJKHcZOLPTA7WtVRBXIK"
lToo Many Requests" "message":"You have exceeded the 10 requests in 1 minute Limit{RSYRSSV:tad

rl: (3) URL rejected: Bad hostname N

C:\Users\vomin\OneDrive\Desktop\esp32cam-server>|
Hinh 4.11 : Kiém thtr Rate Limiting — server tir choi request khi vuot qué so lugng
cho phép
Két qua kiém thir chiing minh rang co ché Rate Limiting hoat dong hi¢u qua,
gitp han ché nguy co tan cong spam API, gidm tai cho server va bao v¢ tai nguyén

hé thong trong qua trinh van hanh thyc té.
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CHUONG 5. KET LUAN
5.1 Kétluin
5.1.1 Panh gid hé thong

a. Uu diém

Hé théng hoat dong on dinh trong mdi trudng mang ndi bo, dap tng tot yéu
cu giam sat lién tuc vo1 do tin cdy cao. Qua trinh trién khai don gian, st dung céc
thiét bi phd bién nén chi phi dau tu thdp, phi hop véi mo hinh gia dinh. Viéc ap
dung xac thuc API va co ché kiém soat truy cap co ban gitp han ché truy cap trai
phép vao server. Ngoai ra, hé théng hd tro giri thong bao thdi gian thuc thong qua
nén tang Blynk, dam bao ngudi ding nhin duogc canh bao kip thoi khi ¢ su kién

x4y ra.
b. Han ché

Miic do bao mat cua kénh truyén dir liéu chua dugc nang cao, chu yéu dung
& cac co ché co ban. Hé thdng phu thudc nhidu vao két néi Wi-Fi, do d6 hiéu ning
va tinh 6n dinh c6 thé bi anh huéng khi mang khong 6n dinh. Bén canh do, dit liéu
giam sat chua dugc luu trit dai han, gdy han ché trong viéc tra ctru va phén tich lich

st hoat dong cua h¢ théng.
5.1.2 Mirc d ddp veng yéu cdu dé tai

Hé thong d4 hoan thanh day du cac chirc niang gidm sat an ninh IoT theo muc
tiéu dé ra, dam bao kha ning theo ddi va phat hién sy kién trong moi truong thuc té.
Dt liéu dugc thu thap tir cac cam bién va camera, sau d6 dugc xu Iy va hién thi cho
ngudi dung thong qua cic nén tang gidm sat phu hop. Hé théng tich hop 16p bao
mat co ban, dap ing yéu cau an toan trong md hinh thir nghiém va han ché truy cap
trai phép. Giao dién nguoi dung duogc thiét ké don gian, truc quan, gitip ngudi ding

dé dang thao tac va theo ddi trang thai hé thong.
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5.1.3 Két lugn

Hé thong IoT duoc trién khai da dap ung ddy du cac muc tiéu cta dé tai, thé hién
kha ning van hanh 6n dinh trong méi truong thuc nghiém mang LAN gia dinh.
Thong qua qua trinh thir nghiém, hé théng cho thay kha ning thu thap dir liéu tir
cam bién va camera, xtr 1y su kién giam st va truyén théng tin dén nguoi dung mot
cach lién tuc va tin cay. Cac co ché két ndi, xac thuc va thong bao dugc tich hop
ddng bo, gitip hé thong duy tri hoat dong 6n dinh ngay ca khi xdy ra gian doan tam

thoi cua mang.

Két qua thuc nghiém khang dinh tinh kha thi cia mo hinh trién khai IoT trong pham
vi gia dinh v&i chi phi thip va ciu hinh don gian, dong thoi vAn dam bao cac yéu
ciu co ban vé an ninh va kha niang phan hoi thoi gian thuc. Bén canh d6, kién tric
hé théng duoc xay dung theo hudng md, cho phép dé dang mé rong trong twong lai
nhu nang cao muc d§ bdo mat, tich hgp luu trlir dit liu dai han, phan tich thong
minh hodc két ndi voi cac nén tang cloud nang cao. Do d6, mé hinh nay khong chi
phut hop cho muc dich hoc tip va thir nghiém ma con 13 nén tang cho cac nghién

ctru va phat trién tiép theo trong linh vuc gidm st an ninh IoT.
5.2 Hudng phat trién

Hudng phat trién tiép theo c6 thé tap trung nang cao tinh an toan va kha ning
mo rong cia hé thong. Trude hét, ap dung HTTPS/TLS cho toan bd kénh truyén
giita ESP32-CAM va server nhiam ma hoéa dir liéu, giam nguy co bi nghe 1én hoic
can thiép trong qua trinh truyén théng. Song song d6, co ché quan 1y khoa truy cap
can duoc thiét ké theo hudng dong thay vi dung mét API Key tinh, vi du tao token
theo phién, c6 thoi han (expire), hd tro thu hoi khoa va cap lai khi nghi ngo bi 19,

dong thoi phan quyén theo thiét bi/ngudi dung dé kiém soat truy cap chit ché hon.

Vé luu trir, hé théng c6 thé mo rong theo hudng ghi nhan va luu trir dit li¢u

dai han trén Cloud, bao gém anh chup khi c¢é su kién, video ngin, log truy cap va
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lich sir canh bao. Dir lidu dugc t6 chirc theo cdu tric thoi gian va theo thiét bi, két
hop co ché sao luu va chinh sach vong doi (luu bao l4u, tr x6a sau N ngay) dé tbi
wu chi phi. Khi c6 kho dit liéu 6n dinh, hé thong c6 thé tich hgp Al nhan dién thong
minh nhu phét hién nguoi la, phan loai d6i twong (ngudi/xe/thu cung), nhan dién
khudén mit theo danh sach cho phép, loc canh bao gia do chuyén dong nho, dong
thoi dua ra mac d6 canh béo theo ngit canh dé ting d6 chinh xac va trai nghiém
nguoi dung.

Cudi cung, d& md rong cho nhiéu thiét bi va nhiéu nguoi dung, kién trac can
hd tro quan 1y dong thdi nhidu ESP32-CAM trong cting mot dashboard, mdi thiét bi
c6 dinh danh riéng va cAu hinh doc lap. H¢ théng cling nén bo sung co ché tai khoan
ngudi dung, phan quyén (admin/user/guest), chia sé quyén xem camera theo nhom,
dong bo thong bao theo timg khu vuc giam sat, va hd trg truy cap tir xa an toan. Cac
huéng phat trién nay giup hé théng chuyén tir moé hinh thir nghiém sang mé hinh

trién khai thyc té quy mé 16n hon, 6n dinh hon va thong minh hon.
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